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7> COSMOS

Context

B Emerging Cyber-physical Systems (CPS) play a crucial role
in the quality of life of European citizens and the future of
the European “smart everywhere” economy

B CPS relevant sectors
¢ Healthcare
¢ Avionics
¢ Automotive
¢ Utilities
¢ Railway
¢ Manufacturing
¢ Smart Cities
¢ Many others...

COSMOQOS Project Overview 2
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Challenges

B Observability, testability, and predictability of behaviour of CPS is highly limited
and, unfortunately, their usage in the real world can lead to fatal crashes
sometimes tragically involving also humans

“Self-driving Uber kills Arizona woman in first “A simple software update was the direct
fatal crash involving pedestrian” cause of the fatal crashes of the Boeing 737"

B Contemporary DevOps practices and tools are potentially the right solution to
this problem, but are currently not developed to be applied in CPS domains

COSMOQOS Project Overview 3
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Vision

B Develop novel DevOps tools,
methodologies, and techniques that
enable effective, continuous
development and evolution of CPS

(o}
v
m
=
]
m

B Increase the level of reliability,
dependability, trustworthiness, and
adaptability of CPS

B Delivers proven DevOps
advantages and benefits to Europe’s
CPS development community

COSMOS Project Overview 4
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Project Objectives

Technical objectives
B Realise innovative DevOps automation solutions specifically tailored for CPS

B Automate V&V and security assessment of CPS within DevOps pipelines to
ensure high levels of dependability

B Enable monitoring and evolving CPS behaviour in the field to provide high
adaptability of CPS to unexpected changes

Integration and Evaluation objectives

B Develop and evolve COSMOS approaches, technologies, and services so they
can be integrated into different DevOps and CPS toolchains

B Validate effectiveness of COSMOS technologies in 5 industrial demonstrators

B Broadly disseminate the COSMOS technologies to create a European DevOps
for CPS ecosystem

COSMOQOS Project Overview 5
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Traditional DevOps Pipeline

User Feedback
: Tastlngoog. ;
: : Traditional
% DevOps

Static
Versioning
System

Analysisq“ Unit Testing  Integration Testing = Packaging
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COSMOS DevOps Pipeline

%> COSMOS

Compile

Static
Analysis

Testing and

E Security Assessment™ |

User Feedback

T,

L Unit Testing Integration Testing  Packaging

Y
Repository changﬂ
{ Monitoring J

Self Adaptation

|
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Three Methodological Pillars

Setting-up and

Maintainin e Test Generation
Methodological CPS Pioaling Verification o .
Pillar 1: development P Scientific and Technological
of approaches and .
CPS CPS Evolution, Foundations of COSMOS

prototypes Monitoring,
Self-healing,
Self-adaptability

Security, and
Quality

Methodological DevOps Technological
Pillar 2: refinement

and integration of Foundations of COSMOS
prototypes

Methodological Controlled experiments and Empirical Validation of
i O validatly KPIs COSMOS Innovations

industrial case studies
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Work Packages Overview

l WP1: Project Management

Requirement Research Implementation Phase Integration and
Eliciitation Phase Validation Phase

WP3: Methodology for Setting-Up and Maintaining COSMOS
DevOps Pipelines

WP6:

WP5: :
. WP4: V&V and Development of WP7: Integration
W:nza Ussi§ acr?Se security Qoegiglct)g?uento?{ Tools to support and Validation of
Re uiyrements assessment of Hiah QualitppCPS Monitoring, Self- COSMOS Solutions

I§efiniition COSMOS DevOps 9 SoftwaIYe healing, and Self- on Industrial

pipelines Evolution adaptathilitly:l_ oltj CPS Use Cases
in the Fie

V. </ v

WP8: Dissemination and Exploitation

Duration: 3 Years Project Costs / EU Funding: €5 Million

COSMOQOS Project Overview



Innovation Area 1: DevOps Pipelines for CPS

B Identification of Barriers and Anti-

COMPONENTS
patte NS In CI/ CD fOI" CPS Config. script Maint‘?;.ie:::;géugsa;ﬁaeline pntipatterns
— | Support
P EERSq  cucDAnt- NN L=
Test Suite “.‘ ,*" ," pattom Detector List
o — . “-‘ R Config. script
B Definition of a DevOps-based aests | 1 =
Methodology to support the SRR RPN Recommender [ FIY
Development of Self-Adaptive CPS TNy e Mutation
<code> [, ¢ A% epo
Simulatior].\‘ :‘:::'-:‘ Mutation Engine SNSSi »=
l. ol for CPS @
<sim> [N Dol Job Allocation
DO & Feedback
B COSMOS Pipeline Optimization [

LY
Q‘ *
' .. >
O
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Innovation Area 2: V&V and Security

> COSMO0S
Assessment of DevOps pipelines
<<
_ sur COMPONENTS Senerated
B Development of Automated Techniques for | TeGowsina  ierdiorien
Software Testing for CPS ool " —— S
e . Generation |HNER <test>
B Development of Run-time Verification Tt S
Techniques for Checking and Diagnhosing
CPS Executions e s Vet Fmooiate
wee| Veji(:i::;:t?on
®m Development of solutions for Detecting o vereation MY
Security Vulnerabilities in CPS Vilaior
e Dia;':::tics > E
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Innovation Area 3: Tools for High Quality @ cosmos
CPS Software Evolution

B Development of a Refactoring

COMPONENTS
. Modules
Framework for Secure and Reliable
CPS

— CPS Evolution Anti-patterns
1= and Quality .
Mods| TT-s) -t _:-'t
List
Existing ,
Test Suite Rt Candidate and Secure
Refactorings
] ' Refactoring NN —
B Development of Test Case Generation s ] Recommendation Codes
Tools for Rapid DevOps Iterations A Refactored |\ "
Changes
SN User-driven 1
s LSBT Recommandations TSN . -—
& :"’::‘: <test>
B Development of Tools supporting User-  Userfesdaeks % | buld schedue
oriented Maintenance and Testing L
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Innovation Area 4: Tools for Monitoring,

%> COSMOS
Self-healing and Self-adaptability of CPS
B Development and Assessment of CPS COMPONENTS
Change & Behavioural Models N ...
— Self-adaptability
. qost| Change and --=? (S
B Development of Al-based Solutions oo oo Behaviors e
supporting Two-speed DevOps Cycles Changes . ol S
for CPS e :' Chang;i?;;lll:woral g::l‘fe
<code> Two-speed  Hanl »| Slow
History of ,“ vio-speed Cycle

B Automated Quality Assessment and
Monitoring of CPS in the field

B Development of Al-based Solutions that Hardware“'i =

\':' Mon::O;i\:‘i(g)rs Generalted
increase CPS Self-adaptability to B — Scenarios
Diverse Contexts ‘0"--...___1 sorasraty I
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Industrial CPS Evaluations

Medical

Utilities Railways

Evaluations conducted at both mid-project and during final project months

COSMOQOS Project Overview
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Project Partners
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Targeted Impacts

B Industrial Impacts

Decreasing percentage of changes that result in CPS failure

Reducing CPS test execution time and computational resource consumption
Replacing manually generated tests with automated CPS test coverage
Improving test effectiveness through tests able to discover more bugs
Reducing number of security vulnerabilities in CPS

Reducing component integration and deployment time

Reducing time to implement a change and make updated CPS operational
Reducing downtime when deploying new CPS hardware or software

L 2 2B 2 2 2R 2 2 2

B CPS DevOps Ecosystem

¢ Project technologies available in open source with actions to build a European
community and ecosystem exploiting DevOps for CPS

B Standardisation

¢ Use of existing industry standards and proposed new standards and extensions to
ensure “plug-n-play” of DevOps tools for CPS development

COSMOQOS Project Overview



DevOps for Complex Cyber-physical Systems

www.COSMOS-DevOps.org
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